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PMSL'’s Information Security Policy

1.0bjective: PMSL objective for Information Security is to ensure business continuity and minimize business

damage by preventing and minimizing the impact of security incidents and where possible, prevent their
occurrence.

2. Purpose: To protect the organization’s information assets from all threats and vulnerabilities, whether
internal or external, deliberate or accidental. At all times, the cost effectiveness and fitness for purpose of
countermeasures will be considered.

3. Policy: It is the Policy of the Organization to ensure that:

It is appropriate to the purpose of the organization.

It includes a framework for setting information security objectives, including structure of risk assessment
and risk treatment.
The information security objectives shall be consistent with information security policy & be measurable,

communicative and updated as appropriate.

It includes a commitment to satisfy applicable requirements related to information security.

It includes a commitment to continual improvement of the information security management system.
Critical information is protected from unauthorized access, use, disclosure, modification and disposal,
whether intentional or unintentional.

The confidentiality, integrity and availability of such information acquired permanently or in transit,
provided or created are ensured at all times.

All breaches of information security, actual or suspected, are reported, investigated by the designated
personnel and appropriate corrective and preventive actions initiated.

Awareness programs on Information Security are available to all employees and wherever applicable to
third parties e.g. Sub-contractors, consultants, vendors etc. and regular training is imparted to them.
A Business Continuity Plan is maintained and tested.
All legal and contractual requirements with regard to information security are met wherever applicable.
The policy will be reviewed at periodic intervals either annually or as appropriate to check for its
effectiveness, changes in technology, and changes in risk Levels that may have impact on Confidentiality,
Integrity and Availability, legal and contractual requirements, and business efficiency. Procedures exist to
support the policy.

It is the responsibility of all employees to understand and adhere the Information Security Policy. The
Management reserves all rights to take disciplinary action in case of its violation.

4. Point of Contact:

For Clarification or further information on this policy, Contact Chief Information Security Officer.

5. Enforcement:

e All Users shall read and abide by this Information Security Policy.

e Any employee found in violation to this policy shall be subjected to disciplinary action as mentioned under
PMSL-ISMS-PO-020-Employee Discipline Policy.

Chief Information Security Officer: Dated: 11th February 2019
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